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Thank you for choosing Centerm Cloud Client Manager, which was independently 
developed by Centerm Information Co., Ltd. Before using this product, please carefully 
read this Manual.    

Reminder Description  
Note  

NOTE provides additional information (explanatory note, explanation or instruction) to 
emphasize or supplement the main text.  

Caution  
CAUTION indicates a potentially hazardous situation that, if not avoided, could result in the 
failure in installation/use/operation, equipment damage, data loss, performance 
deterioration, or other unanticipated results.  
  

⌘ The cloud terminal, terminal, client or Agent as mentioned in this document, unless 
otherwise stated, shall all indicate the computer equipment installed with CCCM Agent.    

⌘ Unless otherwise stated, the deletion of document or record by all functional modules 
is irrevocable.    

Revision History   
Revision History describes the cumulative changes to the document. The latest document 
version contains all changes made in previous versions.     

Document Version 01δ2014-06-26ε  
This version is the first official release.  
    

Contents  
� 	  
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1. Overview   
Centerm Cloud Client Manager (CCCM) is a server-based application program enabling 
centralized management of cloud clients running Centerm programs. Consisting of multiple 
components, CCCM can be installed on one or multiple servers to allow single-server 
deployment or clustered deployment, thus enabling the management of varied number of 
clients.    

1.1. Product Overview  
CCCM consists of management server, data server, database server and load balancing 
server. The following diagram shows the typical layout of clustered deployment.     

!  
  

Management server   
As a core component of CCCM, the management server provides user interface and 
communicates with cloud clients at the same time to carry out management operations and 
store operational data and files.    

Data server   
As a file storage server of CCCM, the data server contains a FTP Server for storing and 
retrieving templates, patches, OS images and other file resources.    

Database server   
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CCCM needs to use the database server to store varied data generated during system 
operation. However, Centerm is not obliged to provide the installation medium and after-
sales service for any third-party database product.    

Load balancing server   
In clustered deployment, the load-balancing server is used to redirect the access requests 
from clients to each management server.    

1.2. Installation Resources   

1.3. Requirements for Database   
CCCM supports the following database products, yet Centerm is not obliged to provide the 
installation files and after-sales service for any third-party database product.    
⌘  MS SQL Server 2005 Enterprise Edition ⌘  MS 
SQL Server 2008 R2 Enterprise Edition ⌘  MySQL 
(MySQL Community Server 5.1.52~5.5.23)  

1.4. Requirements for Server Configuration   
The following sections describe the recommended hardware and software configurations 
for each component to be installed.  

  

Resource Installation Component 

Data server installation program (CDS)  CDSsetup 

Database import program (UnitedDB)  UnitedDBsetup 

Management server installation program (CCCM)  CCCMsetup 

License patch installation program CCCM_License_Patch 

Nginx for Linux linux-nginx.zip 

Server 
Recommended Hardware 
Configurations  Operating System & Software  

Manage 
ment 
server  

CPU Intel Xeon E5500 or 
above 

Windows Server 2003 SP2 32 bit  
Windows Server 2008 R2 64 bit 

RAM 4G 

Free 
space 

1G 

Data 
server  

CPU Intel Xeon E5500 or 
above 

Windows Server 2003 SP2 32 bit  
Windows Server 2008 R2 64 bit 

RAM 4G 
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1.5. Ports Required   
This section describes the standard and custom ports used by CCCM. The following ports 
shall remain open.    
Caution:  

1.It's not recommended to change the default port number for each server. If it's needed, 
please record the change and make the corresponding changes during the installation of 
associated components.    
2.If port hasn't been correctly opened, although you can still finish the installation process, 
your program won't function normally.    

  
  
  
  
  
  
  
  
  
  
  
Standard ports:  

server  
Free 
space 

 250G 
Windows Server 2008 R2 64 bit 

Databas
e server  

CPU  Intel Xeon E5500 or 
above 

Windows Server 2003 SP2 32 bit  
Windows Server 2008 R2 64 bit  
MS SQL Server 2005  
MS SQL Server 2008 R2  
MySQL 5.1.52~5.5.23 

RAM 4G   

Free 
space 

 250G 

Load 
balancin
g server  

CPU  Dual-core 1.6G or higher Suse Linux Enterprise Server 10  
SP1 32 bit  
Nginx  
Hardware load-balancing device  

RAM 4G 

Free 
space 

  15K 1T 

Port  Protocol Usage     

1433  TCP Default communication port of SQL Server      

3306  TCP Default communication port of MySQL      

  

CCCM custom ports: 

Port Source Target Protocol Usage 
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2. Deployment Structure  

CCCM products can be used in ordinary LAN environment. You can select different 
deployment modes according to different numbers of clients to be managed.    
1. Simple mode deployment: less than 1,000 clients and no requirement for high reliability;    
2. Ordinary mode deployment: less than 3,000 clients and no requirement for high reliability;    
3. Cluster mode deployment: more than 3,000 but less than 20,000 clients and requiring 

centralized management.    

Simple mode   
CCCM can be deployed with the minimal resources without the need for a load-balancing 
server. The management server, data server and database server can be installed on the 
same host computer.    

443 Network 
management  
b r o w s e r / 
other server  

Management  
server   
CCCM  

TCP Administrator accessing CCCM; 
load balancer connecting to 
CCCM  

8081 TC/ other 
server 

Management  
server  
CCCM 

TCP Client communicating with CCCM;  
load balancer communicating with 
CCCM;   

8081 TC Load 
balancer 

TCP TC connecting to CCCM via load 
balancer  

11021澝
11020 

TC/  
Network 
management 
browser 

Data server  
CDS 

TCP Accessing FTP database; 
downloading upgrade file;   

50000~  
50100 

TC/  
Network 
management 
browser 

Data server  
CDS 

TCP Accessing FTP database; 
downloading upgrade file;   

443 Network 
management 
browser 

Load 
balancer 

TCP Browser accessing CCCM via 
load balancer  

9999 Management 
server  
CCCM 

Data server  
CDS 

TCP CCCM connecting to CDS; file/
status synchronization  

5900 Network 
management 
browser 

TC TCP TC remote monitoring  

8000~  
8001 

Management 
server  
CCCM 

TC TCP  
UDP 

Management listening port on TC  
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The following figure shows the typical topology of simple mode deployment:    

!  

CCCM can be deployed in ordinary mode without the need for a load-balancing server. The 
management server, data server and database server can be installed on different host 
computers, or certain components can be installed on the same host computer. The 
ordinary mode equals to the simple mode when all components are installed on the same 
host computer.    

The following figure shows the typical topology of ordinary mode deployment:    

!  
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CCCM can be deployed in cluster mode with the need for a load-balancing server, a 
database server, at least two management servers, and multiple data servers. The 
management servers must be deployed on separate host computers; the data servers can 
be deployed on the same host computer used by the management server, or on a separate 
one.    

Each additional 3,000 clients will need one additional management server and at least one 
data server. The number of data servers shall be no less than the number of management 
servers.    

The following figure shows the typical topology of cluster mode deployment:    

!  
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3. Installation and Configuration   

3.1. Installation Process   
This section describes the installations steps of each CCCM component. Please refer to "2 
Deployment Structure" to determine the deployment mode and then install the 
corresponding components on one or multiple host computers.    

Installing Database   
To install the database server, please refer to the installation manual for the database 
product selected and the corresponding configuration notes. Supported databases are 
described in "1.3Requirements for Database".    
Database configuration notes:    
⌘ Service port: if the database server is installed on separate host computers, make sure 

the communication port has been included into firewall exceptions.    
⌘ Number of connections: The number of connections for database is 50*n ("n" indicating 

the number of manager servers).    

  
Explanatory notes for configuring SQL Server database:    

After installing SQL Server database, please reboot the operating system to make sure 
SQL Server environment variables take effect.    

  
Explanatory notes for configuring MySQL database:    
⌘ In the dialog box of "MySQL Server Instance Configuration Wizard", select 

"Multifunctional Database".    
⌘ In the dialog box of "MySQL Server Instance Configuration Wizard", select ‘UTF-8’ 

character set.  

Installing CCCM Software Suit  
1. Double click the CCCM package (CCCMSuitSetup).    
2. Click "Next" on the welcome interface.   

3. Chose install pathͫclick“ Nextȕͺ  
4. Select the components you want to installtͫhen click“ Next” ,as picture shows below;  
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5. On the performance test interface, the installation program will test computer performance 

and indicate in different colors.    

Click "Next" to continue installation or click "Cancel" to abort installation.  

6. Click“ Installȕͺ  

Installing United Database Import Package  
	   1.  Create database.    

Caution:  
These steps require the database account to have ‘Create Database’ permission to create 
database.    

Select the correct database type and then type in database service port, database 
username and password.    

For the default communication port of database instance, please refer to "1.4Requirements 
for Server Configuration   

The following sections describe the recommended hardware and software configurations 
for each component to be installed.  

  

Server 
Recommended Hardware 
Configurations  Operating System & Software  

Manage 
ment 

CPU Intel Xeon E5500 or above Windows Server 2003 SP2 32 bit  
Windows Server 2008 R2 64 bit RAM 4G 

server  Free 
space 

1G 
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Ports Required". If the database instance doesn't use the default port, please use the actual 
communication port of the database.   

If there was not database installed, you can chose SQL Server 2008 ExpressR2 database which the 
install package default taken.   

�   
2. Use the default installation directory or select another installation directory, and then click 

"Next".    
3. Check and confirm the installation directory and click "Install".    
4. On the installation completion interface, click "Finish" to exit.    

Data 
server  

CPU Intel Xeon E5500 or 
above 

Windows Server 2003 SP2 32 bit  
Windows Server 2008 R2 64 bit 

RAM 4G 

Free 
space 

 250G 

Databas
e server  

CPU  Intel Xeon E5500 or 
above 

Windows Server 2003 SP2 32 bit  
Windows Server 2008 R2 64 bit  
MS SQL Server 2005  
MS SQL Server 2008 R2  
MySQL 5.1.52~5.5.23 

RAM 4G   

Free 
space 

 250G 

Load 
balancin
g server  

CPU  Dual-core 1.6G or higher Suse Linux Enterprise Server 10  
SP1 32 bit  
Nginx  
Hardware load-balancing device  

RAM 4G 

Free 
space 

  15K 1T 
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Installing Management Server   
1. Select installation language. For instance: select "English".    
2. Click "Next" on the welcome interface.    
3. On the performance test interface, the installation program will test computer 

performance and indicate in different colors.    

Click "Next" to continue installation or click "Cancel" to abort installation.    
Note:  

⌘ Green (excellent): the server performance has reached or is higher than the 
recommended requirements.    

⌘ Yellow (average): the server performance falls between the recommended 
requirements and the minimum requirements.    

⌘ Red (poor): the server performance falls below the minimum requirements.    
4. Use the default installation directory or select another installation directory, and then 

click "Next".    
5. Enter configuration details on the configuration interface:    

Caution:  
⌘ Local IP Address: If the local host computer has only one IP, please keep 

the default setting; if it has multiple IPs, please select the IP to be used by 
CCCM.   ⌘  Database Port: If the default communication port has been 
changed during database instance installation, you will need to enter the 
actual database port here.    

⌘ The database account must have insert, delete, update and select 
permissions on the database of "cdms_terminal".    

⌘ You can set the "Mirror DB IP Address" only after have selected to use 
SQL Server 2008. If you don't need to configure the image database, 
please leave the address blank.    

�   
6. Check and confirm the installation directory and click "Install".    
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7. On the installation completion interface, click "Finish" to exit.    
If you are using cluster mode deployment, please repeat the above steps to install multiple 
management servers.  

Installing Data Server   
The data server can be installed on separate host computers, or on the same host 
computer where the management server is on.    

1. Click "Next" on the welcome interface.    
2. Read all terms of "License Agreement", accept these terms by checking "I accept the 

agreement" and click "Next".    
3. Configure data server.    

If the local host computer has multiple IP addresses, select the IP address to be used by 
the data server.    
Note:  

It's recommended to use the default communication port.    

�   
4. Use the default installation directory or select another installation directory, and then click 

"Next".    
5. Check and confirm the installation directory and click "Install".    
6. On the installation completion interface, click "Finish" to exit.    

If you are using cluster mode deployment, please repeat the above steps to install multiple 
data servers.     

Installing License  
License must be installed on the host computer where the Management Server is on.  

1. Click in turn“ Start > All Programs > Cinfin > Authority Manager”to open license 
manager tool, as show in picture below.  
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2. Tell Serial Number to Centermͺ  
3. Centerm will awarded the certificate of authorization to this Serial Numberͺ  
4. In“ License Import” interfaceͫclick“ Browser..” to chose the certificate of authorization 

which awarded by Centerm, as picture showsͺ   
5. After step 4,click“ Import“ to Import the certificate of authorizationͺ  
6. If appear notice information“ Import authorization-file successed”͜ it means import 

successCͫlick“OK”ͺ  
7. You can see certificate of authorization information at ” License Record”  

�   

Installing Nginx   
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A load-balancing server will be needed in cluster mode deployment. CCCM supports Nginx 
software load balancing and F5 hardware load balancer.    

Steps for installing Centerm-released Nginx are shown below.    
Nginx runs in Suse Linux Enterprise Server 10 SP1 (32 bit). Please install Suse Linux 
system first.    

Using root user permission to unzip ‘linux-nginx.zip’ to the installation directory, the nginx 
installation is successful.  

Installing Certificate  
Notesφ  

This installation is optional,  in the process of the management server installed, there 
automatic generation” Common Name” as a self signed certificate for server IP, if the 
certificate does not meet the requirements, you can use this tool to generate a self signed 
certificate request.  

Method oneφ  
1. Click in turn“ Start > All Programs > Cinfin > Certificate Import Tool” to open certificate 

import toolͺ  
2. In“ Generate Certificate” interface click“ Generate“ to generate certificate automatic.  

Note   
This time certificate have already import server automatic, and will reboot UnitedWeb serve. Re login management 

system will no longer have the information of security tips.  

�   

Method twoφ  
1. Click in turn“ Start > All Programs > Cinfin > Certificate Import Tool” to open certificate 

import toolͺ  
2. In“ Certificate Import“ interface click” Browser..“ to chose certificate you want to importͺ 3. 

After putting in correct passwordͫclick“ Import“ to import certificate.  
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3.2. Cluster Mode Configurations   
If you select cluster mode deployment, execute the configuration steps herein after installing  
all components to complete cluster mode configuration.    

The following configurations are not required for simple mode and ordinary mode 
deployment.    

Configuring Management Server   
Server configurations   

Execute the following the steps on the host computer on which the management server is 
installed:    

1. Go to "Start > All Programs > Centerm > Server Config Tool" to open the configuration 
tool.    
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2. Click "Server" tab.    
3. Select "Open Distributed" and enter the IP address of load-balancing server. Click "OK".    
4. Click "Yes" in the pop-up dialog box and restart service immediately.    

Configuring Time Synchronization   
Creating Time Synchronization Server   

If there is no available time server, please select any management server and execute the 
following steps to configure this server as a time synchronization server.    

1. Click "Start > Run" and type in "regedit" to open Registry Editor.    

2. Set the registry key of  
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\Confi 
g\AnnounceFlags" as 5 (changing from default "a" to "5" in order to use the time of local 
host computer as the server time).    

3. Change the registry key of  
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\TimeP 
roviders\NtpServer\Enabled" to 1 (allowing providing external service).    

4. Click "Start > Run" and type in "cmd".    

5. Type "net stop w32time && net start w32time" on the command line to restart 
W32Time service.    

6. Configure Windows firewall to open UDP port 123 (this port is used to provide time 
synchronization service).    

Configuring the Address of Time Server   
Execute the following steps on all management servers.    

1. Open Windows Date and Time Properties and switch to "Internet Time".    
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2. Type in the IP address of time synchronization server configured in the preceding section 

and click "Update Now", and then click "OK" to save.    
3. Click "Start > Run" and type in "regedit" to open Registry Editor.    

4. Modify the registry key of  
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\TimeP 
roviders\NtpClient\SpecialPollInterval" by entering the time synchronization 
interval (decimal system, in seconds). The default value is 7 days, which can be modified 
as needed.    

Configuring Load balancing Server   
Configuring Nginx   

Execute the following steps to configure Nginx   
1. Edit the configuration file of "nginx.conf" in Nginx installation directory.    
2. As shown below: add the records of all installed management servers.   upstream 

cinfin.domain{  

}  

  
upstream cinfin.web{  

    server 192.168.12.182:8081 weight=1 max_fails=3 
fial_timeout=600s; 

    server 192.168.12.182:8081 weight=1 max_fails=3 
fial_timeout=600s; 

    server 
192.168.12.182.443; 

    server 
192.168.12.158.443; 
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}  

3. Start Nginx service.    

On the console interface, type in "service nginxd start".    

3.3. Configuring Database Backup  
Caution  

When CCCM and other applications share the same database instance, tend to create 
global database backup strategy, including CCCM database (cdms_terminal). If it is not this 
case, you still need to create a database backup strategy by executing the following 
section.  

3.3.1. Configuring Database Backup for SQL Server  
Please log on to SQL Server's host operating system and execute the following steps:  

Operation Steps  
1. Create directory to save backup files, recommended to use ‘D:\ TCM_SQLBackup\’.  
2. Click ‘Start > All Programs > Microsoft SQL Server 2008 R2 > Configuration Tools > 

SQL Server Configuration Manager’.  
3. Select ‘SQL Server Services’ on left of the current window. On the right, right click ‘SQL 

Server Agent’ and select ‘Properties’.  
4. Switch to ‘Service’ and set ‘Start Mode’ to ‘Automatic’, then click ‘OK’ to save.  
5. Click ‘Start > All Programs > Microsoft SQL Server 2008 R2 > SQL Server 

Management Studio ’tͫype in login name and password to log on SQL Server Management 
Studio.  

6. Click ‘New Query’ to open a new query page, then execute the following script:  

EXEC cdms_terminal.dbo.EnableBackupMyDb  

Perform success as shown in the figure below:  

!   
7. If the directory created in step 1 is not recommended directory, please refer to step 2, 3 and 

execute the following commands:  
Note  

Oblique boldface needs a replacement according to the actual directory.  
UPDATE cdms_terminal.dbo.BACKUP_DIR SET BACK_DIR=N'D:\mybackupdir\'  

Caution  
Set start mode of ‘SQL Server Agent’ to automatic to ensure that plan task can work 
normally.  
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3.4. System Initialization   
Environment Cleanup   

After the entire system is ready, log in the management system and execute the following 
steps.   Caution:  

If older version of management server has been installed on the computer on which the 
current management server is installed, and the computer accessing the web system has 
also accessed this server before, then you will need to execute the following steps:   Open 
the browser (taking IE8 as an example) and use Shift+Ctrl+Delete to open the following 
dialog box. Check and delete Temporary Internet files.    

�   

Open Control Panel and select "Java".    

!   

Delete the cached applet files, as shown below:    
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Adding Storage Node   
Execute the following the steps on the host computer on which the management server is 
installed:    

1. Go to "Start > All Programs > Centerm > Login System" to open CCCM login interface.   

The system supports IE6, IE8 (recommended) and IE9.    
Note  

Default user name: admin; password: Admin123!@#.  Please 
change the initial password after first login.    
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2. On the navigation bar, click "Deployment > Resources Center" to enter Resources Center 

interface.    

!   
3. Click "Add Storage Node".    

!   
4. Enter node name and click "Next".    

!   
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5. Enter the IP address of data server. Ports 11021 and 9999 shall be identical to the ports 
configured at CDS installation. If there is no need to change the port number, please keep 
the default value. Click ‘Finish’ to save.  
Note  

Default user name is "admin" and default password is "Admin123!".  

!   

If you need to modify the added storage node, please right-click the storage node and 
select ‘Attribute’, type in and save the modified information. 
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